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Submission to the Fiji Parliament Standing Committee on Foreign

Affairs and Defence on Cybercrime.

Professor Shaista Shameem, Vice Chancellor

Professor Shawkat Ali, School of Science and Technology
Professor Aziz Mohammed, JDP School of Law

Ms Varsha Bano, JDP School of Law

Mr Farik Mohammed, School of Science and Technology.

A. Introduction.

The University of Fiji through its Schools of Law and Science and Technology appreciates the
opportunity provided by the Hon. Parliamentary Standing Committee on Foreign Affairs and
Defence to make submissions on this very important Convention, namely the Convention on

Cybercrime (otherwise known as the Budapest Convention).

The submissions cover both legal and Information Technology issues that the University of Fiji is
able to provide to the Hon. Committee. The University will be able to answer any questions that

the Hon. Members of the Committee may have in regards to the submissions.




B. Legal Issues

(i) Harm minimized by accession.

Fiji no longer functions in isolation. Modern technology and developments have brought the
international community together. We are faced with similar cybercrime crises as experienced
elsewhere. The effects of cybercrime are well known. The harm it has caused include financial
losses, as well as harm to economic and social aspects has left a lasting effect. Investigating and
prosecuting offenders has become a challenge particularly when the victim, offender and the

providers are located in separate countries. The so-called cloud computing age has become a test.

Undoubtedly, the Convention will improve mutual cooperation across territories, aiding in
investigations and prosecutions. Accession to the Convention would benefit Fiji in addressing
trans-border crime. So far, this Convention is the only international treaty seeking specifically to
address internet and computer crime. We know how important and effective International

cooperation is, especially when dealing with trans-border cybercrime.

The Convention is a cybercrime treaty in title, but its benefits encompasses more. Its provisions
deal with pure cybercrime, cyber-enabled crime and criminal evidence stored electronically. In

acceding to the Convention, we will be required to incorporate the following into our domestic
legislation:
a) offences against the confidentiality, integrity and availability of computer data and
systems;
b) computer-related offences such as fraud or forgery;
c) content-related offences such as the distribution of child pornography through computer
systems; and
d) offences related to commercial-scale infringements of copyright and theft of intellectual
property.
We will also be required to regularize search and surveillance powers necessary for obtaining
electronic evidence of offending, consistent with domestic and international human rights

obligations. These include:



a) measures to order the expeditious preservation of subscriber data, traffic data and content
data;

b) measures to order the production of specified computer data and subscriber information:;

¢) measures to enable search and seizure of stored computer data; and

d) measures to collect traffic data associated with specified communications in real-time,

and, in relation to serious offences, measures to collect computer content data in real

time.

The Convention includes provisions requiring that enforcement powers and procedures
established under the Convention are to be conducted with adherence to fundamental human
rights and freedoms, including freedom of expression, respect of privacy and personal data. This
allows the ordinary public constitutional protection but, at the same time, does not permit

offenders to take refuge in impunity.

The Convention sets out several principles and procedures related to international cooperation.

These include:

a) procedures relating to mutual assistance and the collection and sharing of electronic
evidence; and
b) the establishment of a 24-hour designated point of contact to ensure the provision of

assistance between parties for the investigation of cybercrime.

Accession to the Convention would enhance cooperation with member states to address
cybercrime. Fiji would need to make incremental amendments to its laws to accede to the

Convention. These changes would complement and enhance Fiji’s international commitment on

cybercrime.
(i) Other related Legal instruments relevant to the Convention on Cybercrime

The first document is the Additional Protocol to the Convention on Cybercrime. The Protocol
concerns the criminalization of acts of a racist and xenophobic nature committed through
computer systems. This additional protocol was the subject of negotiations in late 2001 and early
2002. Final text of this protocol was adopted by the Council of Europe Committee of Ministers

on 7 November 2002 under the title "Additional Protocol to the Convention on cybercrime.



The second document associated to the Convention on cybercrime is the Second Additional
Protocol to the Convention on Cybercrime on enhanced co-operation and disclosure of
electronic. The Second Protocol aims to further enhance co-operation on cybercrime and the
ability of criminal justice authorities to collect evidence in electronic form of a criminal offence
for the purpose of specific criminal investigations or proceedings through additional tools
pertaining to more efficient mutual assistance and other forms of co-operation between
competent authorities; co-operation in emergencies (that is, in situations where there is a
significant and imminent risk to the life or safety of any natural person); and direct co-operation
between competent authorities and service providers and other entities in possession or control of
pertinent information. The purpose of this Protocol, therefore, is to supplement the Convention

and, as between the Parties thereto, the First Protocol.

The third notable development in this respect is the proposed United Nations Treaty on
Cybercrime. After years of discussion, the UN General Assembly has voted to begin negotiating
a Cybercrime Treaty that has potential to reshape policing on a global scale, with serious
implications for human rights. UN Resolution 74/247 created the Ad Hoc intergovernmental
committee who will draft the proposed treaty. The committee held its first negotiating session
from February 28th to March 11, 2022. There seems to be support on the inclusion of so-called
“pure” cybercrimes like network intrusion or interference with the operation of a computing
system. Also for discussion are matters associated with broader range of ‘cyber-enabled’

crimes— such as fraud or drug trafficking that do not inherently target information and

communications technologies but where Information and Communication Technology.

We submit that the Convention on Cybercrime, Additional Protocol to the Convention on

Cybercrime and the Second Additional Protocol to the Convention on Cybercrime on enhanced

co-operation and disclosure of electronic present no adverse provisions that would undermine

any current domestic legislation. The three documents if adopted will only enhance Fiji’s effort

in combating Cybercrime.




. Science and Technology Issues

Let me begin with a quote from General Sun Tzu, from the book Sun Tzu in the Art of War —

The Oldest Military Treatise in the World:

“An army that is better prepared, that is highly trained, that fights an unprepared

enemy, and one that makes no mistakes — is destined to win”

Sun Tzu in the Art of War

The cyberspace, better known as the Internet, is a digital warzone, where cyberwars are fought

continuously between the cybersecurity professionals and cybercriminals. As defenders, we

know that the cybercriminals are from one of the several categories of unethical hackers — script

kiddies, blue hat hacker, hacktivist, malicious insider/whistle blower, state/nation sponsored

hacker, or black hat hacker. Each category of hacker is well trained and skilled for the specific

missions they want to accomplish. Some common types of cyber-attacks include denial of

service (DoS), distributed denial of service (DDoS), man-in-the-middle (MITM), phishing

attack, whale-phishing attack, spear-phishing attack, ransomware, password attack, structured

query language (SQL) injection attack, uniform resource locator (URL) poisoning, domain name

system (DNS) spoofing, session hijacking, brute force attack, web attack, insider threat, trojan

horse, drive-by attack, cross-site scripting (XSS) attack, eavesdropping attack, birthday attack,

and malware attack. In a cyberwar, an attacker may only need one successful attack to win, but

defenders need to be successful against all attacks to win.

“Rely not on the likelihood of the enemy not coming, but on our own readiness to

receive him; not on the chance of his not attacking, but rather on the fact that we

have made our position unassailable.”

Sun Tzu in the Art of War

All apps (applications), websites, application programming interfaces (APIs), and entire

information systems need to be securely developed. Secure Software Development Life Cycle

(SecSDLC) model must be used for all software engineering projects. In SecSDLC, security is




integrated in each phase of the development life cycle, so that security gets built-in from the very

core and is not left to be considered as an after-thought.

It is important to Identify and Fix Vulnerabilities in information systems. All information
systems that render critical services is made up of components such as hardware software,
networks, procedures, data, and people. Each of these components must be secured against

critical, and high-level vulnerabilities.

Network defenders can use network vulnerability assessment software such as Tenable Nessus to
identify critical, high-, and low-level vulnerabilities (weaknesses) in operating system,
applications software, and the network protocols in use in relation to imminent threat. The
resulting report can be used to provide necessary fixes in relation to the imminent threat to
neutralise the resulting attack as well as associated risk. Moreover, most vulnerabilities in
software and hardware can be eliminated by upgrading to latest version or applying software or
firmware updates. Also, Fiji should not allow technology sellers to import obsolete and insecure
software, endpoint devices, and network technologies into the Fijian market. Such technologies

will only make the fight against cyberattacks more difficult.

The Internet is a powerful vehicle for many services that benefit humanity. Accessing e-
government services, social networking, emailing, web browsing, web search, remote working,
online studies, e-shopping, e-banking, e-bill payment, and mobile top-up are some of the most
common activities that people in Fiji use the Internet for. However, the Internet is also a
Pandora’s box through which hackers target the confidentiality, integrity, and availability of an
of data and critical services. For example, if an SQL injection attack succeeds, several things can
happen, including the release of sensitive data or the modification or deletion of important data.
We need to develop secure databases and data entry forms, (2) implement encryption to ensure
confidentiality of Personal Identifiable Information (PII), (3) better hash algorithms to ensure
integrity of data, and (4) implement robust distributed systems and backup systems to ensure

24/7/365 availability of information and critical services from our network infrastructures.

Also, a White Hat Hacker is often contracted by businesses as a penetration tester to perform
further security tests by trying to actively penetrate system weaknesses. The tester than reports

back to the business explaining how bad the situation is, and if anything requires fixing, the
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tester guides how to fix the problem. When a vulnerability is fixed in time, the related threat is

neutralized, and the related attack will not pose risk. For example, A penetration tester may send

a tempting phishing email to test end-users (people) who can fall victim to such attacks. Those

who click on the link, are the vulnerable people in the system who need urgent cybersecurity

awareness training against phishing attacks. When people are aware about how to inspect emails

for signs of phishing, can positively identify an email as phishing email, and then does not action

the attacker’s link in the message, the attack is neutralized. Also, to reduce the risk of insider

attacks, the principle of least privilege, also called "least privilege access," is implemented so

that a user only has access to what he absolutely needs to perform their responsibilities, and no

more.

For secure procedures, defenders should utilize international standards such as ISO/IEC 27001 —
Information Security Management, ISO/IEC 27002, ISO/IEC TS 27100 — Information
technology — Cybersecurity, and ISO/IEC TS 27110 — Information technology — Cybersecurity

and privacy protection. Correct application of these standards ensures that our information

systems have adequate controls in place for cybersecurity.

“Being skillful in attack means that the enemy does not know what to defend and

being skillful in defense means that the enemy does not know what to attack.”

Sun Tzu in the Art of War

Cybersecurity is a game of attack and defense. To defend against cyber-attacks, one needs to

think like an attacker. Every attack is carefully planned and executed using the attack model -

Cyber Kill Chain. In step 1, Reconnaissance phase of Cyber Kill Chain, the attacker probes for a

weakness. This might include harvesting login credentials or information useful in a phishing

attack. In step 2, Weaponization phase, the attacker builds a deliverable using an exploit and a

backdoor. In step 3, Delivery, the attacker sends the weaponized bundle to the victim. For

example, sends a malicious link in a legitimate looking email. In step 4, Exploit phase, the

malicious code is activated and executed on the victim’s system. In step 5, Installation phase, the

malware is installed on the target asset. In step 6, Command and Control (C&C) phase, a channel

gets created for the attacker to control the system remotely. In step 7, Action phase, the attacker




remotely carries out his intended goal. Just like the attackers, the defenders can also use the

Cyber Kill Chain to test their system for security weakness

Moreover, cybersecurity can be strengthened by applying defense-in-depth and layered security

mechanisms. Layered security is implementing multiple products to address one single aspect of

security. Using seemingly redundant products strengthens the enterprise's defense against threats.

For example, a gateway and a firewall both determine which data should be allowed to enter the

network. There are certainly differences between the two—a gateway is hardware while a

firewall is both hardware and software—but they both aim to restrict access to certain websites

and applications. Once the gateway and firewall have done their jobs—an employee has been

allowed to visit a particular website, for example—another security product or service will have

to take over if the employee wants to enter a password to log in to that website. The next security

product can be multi-factor authentication (MFA), which prevents access to a website unless

multiple credentials are provided. In other words, layered security only addresses one dimension

of security or one vector of attack while defense-in-depth is broader, multi-faceted, and more

strategic in scope.

A layered security strategy is implemented using three different controls: administrative,

physical, and technical. Administrative controls include the policies and procedures needed to

restrict unauthorized access, such as role-based access control (RBAC) or employee training to

protect against phishing scams. Physical controls incorporate physically securing access to the IT

system, such as locking server rooms, while technical controls include the mix of products and

services the organization selects to address security. Core layers to carry out a defense-in-depth

strategy should include (1) strong, complex passwords, (2) antivirus software, (3) secure

gateway, (4) firewall, (5) patch management, (6) backup and recovery, and (7) the principle of

least privilege, or giving a user the minimum access level or permissions needed to do his or her

job. Then as companies grow and the number of devices, applications, and services used across

the organization increases, these serve as important security layers in a defense-in-depth strategy

such as applying (1) two-factor authentication (2FA) or multi-factor authentication (MFA), (2)

intrusion detection and prevention systems, (3) endpoint detection and response (EDR), (4)

network segmentation, (5) encryption, and (6) data loss prevention (DLP).



“If you know the enemy and know yourself, you need not fear the result of a
hundred battles. If you know yourself but not the enemy, for every battle gained
you will also suffer a defeat. If you know neither the enemy nor yourself, you will

succumb in every battle.”

Sun Tzu in the Art of War

With the right cybersecurity awareness, training, skills, and experiences Fijians can win against
sophisticated cyber-attacks. However, as new technologies emerge, new threats and

vulnerabilities will emerge, and defenders will need to learn new ways to defend as adversaries

learn new ways to attack.

Thus, to conclude, membership of Convention on Cybercrime (Budapest Convention) will allow

Fiji to gain from experiences of international partners in the fortification and development of

secure digital infrastructures in the battle against cyber-attacks.
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Subject: Budapest Convention on Cybercrime

Thank you for inviting The University of the South Pacific (USP) to submit comments on the Budapest
Convention on Cybercrime (Budapest Convention).

The Budapest Convention provides the necessary frameworktEmnational cooperation in fighting
cybercrime. USP therefore supports Fiji in joining the Budapest Convention if Fiji wishes to do so.

Human Resources Development

USP offers a number of courses in its undergraduate and postgraduate programs inadbefare
Cybercrime and Cybersecurity in general. Through its various courses in the different programs, USP
empowers the future workforce with the right knowledge and resources and helps create a
wellequipped and trained society to fight cybercrime.

ICT Enterprise Practitioner

In terms of ICT services capability, USP stands ready to continue support the Fiji Government and
indeed, the regional governments, in their adoption of the Budapest Convention against cybercrime.

CdzNI KSNJ G2  freserrce ih thetglatal rgseanctSaNd/e8udation network is brokered
through the Australian Academic and Research Network (AARNET) which essentially compels USP to
comply with the Budapest Convention, given that Australia is already a signatory.
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Yours sicerely,

++++++++++H
Professor Jito Vanualailai,

Deputy ViceChancellor (Education),

The University of the South Pacific, Suva, FIJI

Email: jito.vanualailai@usp.ac.fj

Phone: +679 323 2053

URL: www.usp.ac.fj/officeof-the-deputyvice-chancelloreducation/

L L L S S

Ps.110:5, 89:52
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FLS submissions on the Convention on Cybercrime (otherwise known as the Budapest Convention).
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Defence and other members, it is a privilege to submit on the Convention on Cybercrime on behalf of
the Fiji Law Society its President, Mr William Wylie Clarke, Council and members to you this morning.
With me is Ms Lilian Busio of FNU who is here in her capacity as an individual, Ms Lavenia Bogitini of

SLS Legal & Mr Robakeibau Nayacalevu of FLS Secretariat.

While you may hear from many groups on its submissions on this Convention ultimately it is this
Committee and Padment as the Arm of Legislature who will have the final say. Our role is to simply
assist on whether this proposed Convention would benefit the country. While 67 countries are parties to
this Convention, Fiji is part of the 15 countries including NZ amdidtu who have been invited to

accede this law. However, Fiji would need to implement the provisions of this Convention before the

rest of the parties agree to it being part of this Convention.

Comments/Notes
Article Comments
Article 1 The definitions of computer system, computer data, service
Chapter | T Use of terms provider & traffic data are similar to the definitions in the
Article 17 Definitions Cybercrimes Act 2021 ( i C&C)A whi ch c¢ o mthe
For the purposes of this February 2021.The CCA has repealed Part 17 of the Crimes

Convention: a "computer
system" means any device or a
group of

interconnected or related

Act Division 6 Computer offences sections 336 1 346 and
inserted consequential amendments.

devices, Although most of these definitions are already part of the
one or more of which, Cybercrimes Act 2021 there is need to amend this Act to
pursuant to a program, include more definitions that will help Fiji meet the provisions
performs automatic of the Convention. Speaker 2 will deal an example where
processing of data; b there is a need to define i

Convention deals with Cybercrime there is no
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"computer data" means
any representation of
facts, information or
concepts in a form

suitable for processing in a computer
system, including a program suitable
to cause a computer system to
perform a function; c "service provider"
means: i any public or private entity
that provides to users of its service the
ability to

communicate by means of a computer
system, and ii any other entity that
processes or stores computer data on
behalf of such communication service
or users of such service.

d "traffic data" means any computer
data relating to

a communication by means of a
computer system, generated by a
computer system

that formed a part in the chain of
communication, indicating the
communi cat.i
route, time, date, size, duration, or
type of underlying service.

onds or

definition of cybercrime in the Article. Since Fiji has
passed the Cybercrimes Act 2021, the definition of
cybercrime can be included to provide citizens with
more clarity and guidance. This were also submitted
by Fiji Law Society in it

Furthermore, we rely on the earlier submissions by Fiji
Law Society on the Cyber Crime Bill on the definition of
authorised person to include any person appointed by
Officer of Director of Public Prosecutions as opposed
to FICAC.

Dondt Acstlker dre already part of the Cyber
Crimes Act 2021 however there is some more
definitions that are missed out which will be discussed
by Speaker 2.

However, there are some definitions which were
excluded in the CCA and this

Convention:ficont ent
the provisions from Philippines.

d at awe can folowy
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Article 371 lllegal interception

Each Party shall adopt such legislative and
other measures as may be necessary to
establish as criminal offences under its
domestic law, when

committed intentionally, the interception
without right, made by technical means, of
non-public transmissions of computer data
to, from

or within a
including
electromagnetic emissions from a computer
system carrying such computer data. A
Party may require that the offence be
committed with

dishonest intent, or in relation to a computer
system that is connected to another
computer system.

computer  system,

Article 31 is similar to the provisions of Section 6
of the Cyber Crimes Act 2021 which provides for
the offence and its penalties.

Do not Accede

Article 4 1 Data interference

1 Each Party shall adopt such
legislative and other measures as may
be necessary to establish as criminal
offences under its domestic law, when
committed intentionally, the damaging,
deletion, deterioration, alteration or
suppression of computer data without
right.

2 A Party may reserve the right to
require that the conduct described in
paragraph 1 result in serious harm.

Article 4 is already similar to Sections 6, 7 and 8
of the Cyber Crimes Act 2021 which provides for
unauthorised access, unauthorised interception,
acts and unlawful supply or possession of
computer data or data.

Do not Accede

Article 5

Article 571 System interference

Each Party shall adopt such legislative
and other measures as may be
necessary to establish as criminal
offences under its domestic law, when
committed intentionally, the serious
hindering without right of the functioning
of a computer system by inputting,
transmitting, damaging, deleting,
deteriorating, altering or suppressing
computer data.

Article 5 is already similar to the provisions of
computer systems in Sections 5, 6, 7 and 8 of
the Cyber Crimes Act 2021 as to unauthorised
access, unauthorised interception, acts and
unlawful supply or possession.

Do not Accede

While we welcomed laws that will help deal with
cybercrime, we cannot have duplicity of laws. We
have already implemented the Cyber Crimes Act
2021, is absolutely necessary to have another
legislation on a similar subject matter?
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Article 6

Article 6 T Misuse of devices

1 Each Party shall adopt such legislative
and other measures as may be

necessary to establish as criminal
offences under its domestic law, when
committed intentionally and without right:
the production, sale, procurement for

use, import, distribution or otherwise
making available of:

[ a device, including a computer
program, designed or adapted primarily
for the purpose of committing any of the
offences established in accordance with
Articles 2 through 5;

ii a computer password, access
code, or similar data by which the whole
or any part

of a computer system is capable of being
accessed,

with intent that it be used for the purpose of
committing any of the offences established
in Articles 2 through 5; and

b the possession of an item referred to in
paragraphs a.i or ii above, with intent that it
be

used for the purpose of committing any of
the offences established in Articles 2
through 5. A Party may require by law that
a number of such items be possessed
before criminal liability attaches.

2 This article shall not be interpreted as
imposing criminal liability where the
production, sale, procurement for use,
import, distribution or otherwise making
available or possession referred

to in paragraph 1 of this article is not for the
purpose of committing an offence
established in accordance with Articles 2
through 5 of this Convention, such as for the
authorized testing or protection of a
computer system.

3 Each Party may reserve the right not to
apply paragraph 1 of this article, provided
that the reservation does not concern the
sale, distribution or otherwise making
available of the items referred to in
paragraph 1 a.ii of this article.

Article 6 is already dealt with in Section 8 of the
Cyber Crimes Act 2021 but to make it more
specific a definition of device needs to be
provided so there is no ambiguity. This can be
included in the Cyber Crimes Act 2021.

Do not Accede
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Article 7

Title 2 7 Computer-related offences
Article 717 Computer-related
forgery

Each Party shall adopt such
legislative and other measures as
may be necessary to establish as
criminal offences under its
domestic law, when committed
intentionally and without right, the
input, alteration, deletion, or
suppression of computer data,
resulting in inauthentic data with
the intent that it be considered or
acted upon for legal purposes as if
it were authentic, regardless
whether or not the data is directly
readable and intelligible. A Party
may require an intent to defraud,
or similar dishonest intent, before
criminal liability attaches.

Article 7 is already included in Section 9 of the Cyber
Crimes Act 2021 but certain measures need to be made
on establishing intent for corporate bodies. This can be
dealt with through an amendment of the Act.

Do not Accede

Article 8

Article 8 7 Computer-related fraud
Each Party shall adopt such
legislative and other measures

as may be necessary to

establish as criminal offences
under its domestic law, when
committed intentionally and
without right, the causing of a
loss of property to another

person by:

a any input, alteration, deletion or
suppression of computer data,

b any interference with the
functioning of a computer system,
with fraudulent or dishonest intent
of procuring, without right, an
economic benefit for oneself or for
another person.

Article 8 is already set out in Section 10 of the Cyber
Crimes Act 2021 but certain measures need to be made
on establishing intent for corporate bodies. This can be
dealt with through an amendment of the Act.

Do not Accede
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Article 9

Title 37 Content-related offences

Article 91 Offences related to child

pornography 1 Each Party shall adopt such

legislative and other measures as may be

necessary to establish as criminal offences

under its domestic law, when committed

intentionally and without right, the following

conduct: a producing child pornography for

the purpose of its distribution through a

computer system;

b offering or making available child

pornography through a computer

system;

c distributing or transmitting child

pornography

through a computer system;

d procuring child pornography

through a computer system for oneself

or for another person;

e possessing child pornography in

a computer system or on a computer-

data storage medium.

2 For the purpose of paragraph 1 above,

the term

"child pornography" shall include

pornographic material that visually

depicts:

a a minor engaged in sexually explicit

conduct; b a person appearing to be a

minor engaged in

sexually explicit conduct; c realistic images
representing a minor engaged in sexually
explicit conduct.

3 For the purpose of paragraph 2 above,

the term

"minor" shall include all persons under

18 years of age. A Party may,

however, require a lower age-limit,

which shall be not less than 16 years.

4 Each Party may reserve the right not

to apply, in whole or in part, paragraphs

1, subparagraphs d and e, and 2, sub-

paragraphs b and c.

The protection of our children particularly towards
offences relating to child pornography needs to be
properly drafted. It is our submission that this
needs to be included in the Crimes Act 2009, the
existing Cybercrimes Act 2021 or the Juveniles
Act.

This Article is already dealt with in Section 36 of
the Cybercrimes Act 2021 which dealt with
consequential amendments and which made
amendments to Section 62A of the Juveniles Act
1973 by deleting the previous definition of
pornographic activity and substituting the
definition of pornographic activity.

However, the above amendment does not deal
with all the elements covered in Article 9. It is our
proposal that this be amended and included in the
Crimes Act 2009 to be dealt with by the office of
the Director of Public Prosecutions.

They have prosecuted such offences using the
provisions of Juveniles Act namely,
Pornographic activities involving juveniles:
Contrary to Section 62A (1)(b) of the

Juveniles (Amendment) Act 1997 in State v
Koronibau [2019] FJHC 1175;

HAC173.2015 (30 September 2019) so including
it in the Crimes Act 2009 will assist the office in
charging under these provisions.

Accede but to include in the Crimes Act 2009
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Article 10

Title 4 1 Offences related to
infringements of copyright and
related rights

Article 10 7 Offences related to
infringements of copyright and
related rights

1 Each Party shall adopt such
legislative and other measures as
may be necessary to establish as
criminal offences under its domestic
law the infringement of copyright, as
defined under the law of that Party,
pursuant to the obligations it has
undertaken under the Paris Act of
24 July

1971 revising the Bern Convention
for the Protection of Literary and
Artistic Works, the

Agreement on Trade-Related
Aspects of Intellectual Property
Rights and the WIPO Copyright
Treaty, with the exception of any
moral rights conferred by such
conventions, where such acts are
committed willfully, on a commercial
scale and by means of a computer
system.

2 Each Party shall adopt such
legislative and other measures as
may be necessary to establish as
criminal offences under its domestic
law the

infringement of related rights, as
defined

under the law of that Party, pursuant
to the obligations it has undertaken
under the

International Convention for the
Protection of Performers, Producers
of Phonograms and

Broadcasting Organizations (Rome
Convention), the

Agreement on Trade-Related
Aspects of

Infringement of copyright and related rights can be dealt
with under the provisions of the Copyright Act and other
Conventions that Fiji is a party to.

Do Not Accede
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Intellectual Property Rights and the
WIPO Performances and Phonograms
Treaty, with the exception of any moral
rights conferred by such

conventions, where such acts are
committed willfully, on a commercial
scale and by means of a computer
system.

3 A Party may reserve the right not to
impose criminal liability under paragraphs
1 and 2 of this

article in limited circumstances, provided
that other effective remedies are available
and that

such reservation does not derogate from
the Partyés

international obligations set forth in the
international instruments referred to in
paragraphs 1 and 2 of this article.

Article 11

Title 571 Ancillary liability and sanctions
Article 117 Attempt and aiding or
abetting 1 Each Party shall adopt such
legislative and other measures as may
be necessary to establish as criminal
offences under its domestic law, when
committed intentionally, aiding or
abetting

the commission of any of the offences
established in accordance with Articles 2
through 10 of

the present Convention with intent that
such offence be committed.

2 Each Party shall adopt such
legislative and other measures as may
be necessary to establish as criminal
offences under its domestic law, when
committed intentionally, an attempt to
commit any of the offences
established in accordance with
Articles 3 through 5, 7, 8, and 9.1.a
and c of this Convention.

3 Each Party may reserve the

right not to apply, in whole or in part,
paragraph 2 of this article.

It is not compulsory to include Article 11 as this can
be included in the Cyber Crimes Act 2021.

Do Not Accede
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Article 12

Article 12 7 Corporate liability

1 Each Party shall adopt such legislative and other
measures as may be necessary to ensure that legal
persons can be held liable for a criminal offence
established in accordance with this Convention,
committed for their benefit by any natural person,
acting either individually or as part of an organ of the
legal person, who has a leading position within it,
based on: a a power of representation of the legal
person; b an authority to take decisions on behalf of
the legal person;

¢ an authority to exercise control within the legal
person.

2 In addition to the cases already provided

for in paragraph 1 of this article, each Party shall
take the measures necessary to ensure that a

legal person can be held liable where the lack

of supervision or control by a natural person referred
to in paragraph 1 has made possible the
commission of a criminal offence established in
accordance with this Convention for the benefit of
that legal person by a natural person acting under
its authority.

3 Subiject to the legal principles of the Party,
the liability of a legal person may be criminal, civil
or administrative.

4 Such liability shall be without prejudice to
the criminal liability of the natural persons who

have committed the offence.

Article 7 and 8 deal with offences that
may include corporate bodies which is
already covered in Section 9 and 10 of
the Cyber Crimes Act 2021. The
element of intent needs to be clearly
defined in Section 9 of the Act. There
needs to be a balancing of Corporate
liability in this section and the
Companies Act 2015 and its
regulations.

Do Not Accede

Article 13
Article 13 7 Sanctions and measures
1 Each Party shall adopt such

legislative and other measures as may
be necessary to ensure

that the criminal offences

established in accordance with
Articles 2 through 11 are punishable
by effective, proportionate and
dissuasive sanctions, which include
deprivation of liberty.

2 Each Party shall ensure that
legal persons held liable in accordance
with Article 12 shall be

subject to effective, proportionate

and dissuasive criminal or non-

This is already provided for in Section 5-12 of the
Cybercrimes Act 2021 which has created sanctions
and measures through offences.
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criminal sanctions or measures,
including monetary sanctions.

Article 14 Section 2 7 Procedural law
Title 1 7 Common provisions

Article 14 1 Scope of

procedural provisions 1 Each

Party shall adopt such

legislative and other measures

as may be necessary to

establish

the powers and procedures provided
for in this section for the purpose of
specific criminal investigations or
proceedings.

2 Except as specifically provided
otherwise in Article 21, each Party
shall apply the powers and
procedures referred to in paragraph
1 of this article to: a the criminal
offences established in accordance
with

Articles 2 through 11 of this
Convention;

b other criminal offences committed
by means of a computer system; and
c the collection of evidence in
electronic form of a criminal offence.
3 a Each Party may reserve

the right to apply the

measures referred to in Article

20 only to offences or

categories of offences

specified in the reservation,
provided that the range of

such offences or categories of
offences is not more restricted than
the range of offences to which it
applies the measures referred to in
Article 21.

Each Party shall consider

This is already provided for in Section 15 of the
Cybercrimes Act 2021.
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restricting such a reservation to
enable the broadest application of
the measure referred to in Article
20. b Where a Party, due to
limitations in its legislation in force
at the time of the adoption of

the present Convention, is not able
to apply the measures referred to in
Articles 20

and 21 to communications

being transmitted within a
computer system of a service
provider, which system: i is

being operated for the benefit

of a closed group of users,

and

ii does not employ public
communications networks and is
not connected with another
computer system, whether

public or private, that Party

may reserve the right not to

apply these measures to

such communications.

Each Party shall consider restricting
such a reservation to enable the
broadest

application of the measures referred
to in Articles 20 and 21

Article 15

Article 157 Conditions

and safeguards 1 Each

Party shall ensure that the
establishment,

implementation and

application of the powers

and procedures provided for in this
Section are subject to conditions
and safeguards provided

for under its domestic law, which
shall provide for the

adequate protection of

human rights and

liberties, including rights

arising pursuant to

obligations it has

undertaken under the

1950

Council of Europe Convention for
the Protection of Human

Article 15 requires parties to uphold the protection of
human rights and liberties, including rights arising out of
obligations undertaken under various human rights
treaties. The treaties mentioned in Article 15 include the
European Convention for the

Protection of Human Rights and Fundamental Freedoms
(6the European Conventionb
Covenant on Civil and Poli
although universal, do not reflect this new technological
era, nor the novel problems arising out of it T one of the
main ones being issues of privacy of individuals.

For instance, the European Convention only makes
reference in passing to th
private and family life, home and correspondence, and
that no public authority s
while the ICCPR provides for protections against
arbitrary or unl awful i nte
Since these treaties came into force, new technologies
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Rights and Fundamental
Freedoms, the 1966 United Nations
International Covenant on Civil and
Political Rights, and

other applicable international
human rights instruments, and
which shall incorporate the
principle of proportionality.

2 Such conditions and safeguards
shall, as appropriate in view of the
nature of the procedure or

have emerged, therefore falling outside the scope of the
aforementioned treaties and their privacy protections.
Key notions such as Opriva
constitutes O0interferencebod

power concerned, inter alia, include
judicial or other

independent supervision,

grounds justifying application,

and limitation of the scope and

the duration of such power or
procedure.

3 To the extent that it is consistent
with the public interest, in particular
the sound administration

of justice, each Party shall consider
the impact of the

powers and procedures in this
section upon the rights,
responsibilities and legitimate
interests of third parties.

context are therefore ambiguous, in the light of these
technological advancements. Local legislation will need to
properly define the meanings and ambit of these terms.

Furthermore, Article 15 does not clarify what procedures
are needed to safeguard human rights, and parties are
left to balance such procedures against potential human
rights issues, specifically privacy. This is worrying, as it
creates a lacuna, for instance, in a country which may
have a poor record of safeguarding privacy protection. In
upholding the spirit of this Convention, any local
legislation, whether already in force or yet to be enacted,
must take up the mantle of explaining the scope of and
providing for procedural safeguards that protect the
public from potentially intrusive enforcement
mechanisms. It can do this by clarifying what constitutes
excessive enforcement surveillance and defining
impor t ant terms such as
terms.

Opr i

That being said, we are aided by case-law from other
jurisdictions which seek to address the concerns above.
An example is when the European Court of Human
Rights, in the case of Copland v the United Kingdom
[2007] ECHR 253, held that telephone data, emails,
Internet use and data stored on computer servers all fall
within privacy protection rights® under the treaties
mentioned in Article 15.

1 Specifically, they fall within the scope of protection of Article 8(1) of the European Convention.
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Articles 16 & 17

Title 27 Expedited preservation of
stored computer data

Article 16 7T Expedited preservation
of stored computer data

1 Each Party shall adopt such
legislative and other measures as
may be necessary to enable

its competent authorities to order or
similarly obtain the expeditious
preservation of specified

computer data, including traffic
data, that has been stored

by means of a computer system, in
particular where there are

grounds to believe that the
computer data is particularly
vulnerable to loss or

modification.

2 Where a Party gives effect
to paragraph 1 above by means of
an order to a person to

Articles 16 & 17 are already provided in Sections 18 and
19 of the Cybercrimes Act 2021 however these provisions
need to have strict guidelines for the instances they are
issued without the sanction of the Court. The Committee
needs to balance the need to apply this provision with
that of the individual rights and the need for a balanced
investigation.

Articles 16 and 17 require parties to adopt legislation
instructing people and businesses to preserve data when
ordered to do so by authorised persons.

Article 16(2) requires a person to preserve such data
transmission for an d6adequ
17 goes further by requiring data to be preserved
regardless of the involvement of multiple service
providers.
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preserve specified stored computer
data in the per sg¢
control, the Party shall

adopt such legislative and other
measures as may be necessary to
oblige that person to

preserve and maintain the integrity
of that computer data for a period of
time as long as

necessary, up to a maximum of
ninety days, to enable the
competent authorities to seek its
disclosure. A Party may provide for
such an order to be subsequently
renewed.

3 Each Party shall adopt such
legislative and other measures as
may be necessary to oblige

the custodian or other person

who is to preserve the

computer data to keep

confidential the undertaking of
such procedures for the period

of time provided for by its

domestic law.

4 The powers and procedures

referred to in this article shall be
subject to Articles 14 and 15.

Article 17 7 Expedited preservation
and partial disclosure of traffic data
1 Each Party shall adopt, in respect
of traffic data that is to

be preserved under Article 16,
such legislative and other
measures as may be necessary

to: a ensure that such expeditious
preservation of traffic data is
available regardless of

whether one or more service
providers were involved in the
transmission of that
communication; and

b ensure the expeditious disclosure
to the Partyds c(
or a person

designated by that authority, of a
sufficient amount of traffic data to

enable the Party to

Again, this creates a tenuous line between effective
enforcement procedures and privacy of individuals.
Without proper procedural safeguards in place, the
scope for this Article could be used by authorities to
enforce surveillance or policies unrelated to actual cyber-
related crimes. Does this then open up the possibility of
political surveillance or other activities unrelated to
cybercrimes?

Any local legislation must therefore provide for clear
definitions and scopes to avoid the above concern.
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identify the service providers and
the path through which the
communication was transmitted.

2 The powers and procedures
referred to in this article shall be
subject to Articles 14 and 15. Article
171 Expedited preservation and
partial disclosure of traffic data
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1 Each Party shall adopt, in respect of
traffic data that is to be preserved under
Article 16, such legislative and other
measures as may be necessary to: a
ensure that such expeditious preservation
of traffic data is available regardless of
whether one or more service providers

were involved in the transmission of that
communication; and

b ensure the expeditious disclosure to the
Partydés competent au
designated by that authority, of a sufficient
amount of traffic data to enable the Party to
identify the service providers and the path
through which the communication was
transmitted.

2 The powers and procedures referred to in
this article shall be subject to Articles 14 and
15.

Article 18

Title 37 Production order

Article 18 T Production order

1 Each Party shall adopt such legislative
and other measures as may be necessary
to empower its competent authorities to
order: a a person in its territory to submit
specified computer d
possession or

control, which is stored in a computer
system or a

computer-data storage medium; and

b a service provider offering its services in
the territory of the Party to submit
subscriber information relating to such

services in that ser
possession or control.
2 The powers and procedures referred

to in this article shall be subject to Articles
14 and 15.

3 For the purpose of this article, the
term Asubscriber inf
information

contained in the form of computer data or
any other form that is held by a service
provider,

relating to subscribers of its services other
than traffic or

Article 18 is already set out in Section 21 of the
Cybercrimes Act 2021 although this provision
should be amended and be confined to the
order of the Court and not extended at the
discretion of the police or authorised office.
This sort of provision can lead to an abuse of
power and can cause irreparable harm to
reputation and business.
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content data and by which can

be established:

a the type of communication
service used, the technical provisions
taken thereto and the period of service;
b thesubscri ber 6s i de
geographic address, telephone and
other access

number, billing and payment information,
available on the basis of the service
agreement or arrangement;

any other information on the site

of the installation of

communication equipment,

available on the basis of the

service agreement or

arrangement.

Article 19

Title 47 Search and seizure of stored computer data
Article 1917 Search and seizure of stored computer
data

1 Each Party shall adopt such legislative and

other measures as may be necessary to empower
its competent authorities to search or similarly
access:

a a computer system or part of it and
computer data stored therein; and

b a computer-data storage medium in which
computer data may be stored in its territory.

2 Each Party shall adopt such legislative

and other measures as may be necessary to
ensure

that where its authorities search or similarly access a
specific computer system or part of it,

pursuant to paragraph 1.a, and have grounds to
believe that the data sought is stored in

another computer system or part of it in its territory,
and such data is lawfully accessible from

or available to the initial system, the authorities
shall be able to expeditiously extend the search or
similar accessing to the other system.

3 Each Party shall adopt such legislative

and other measures as may be necessary to
empower its competent authorities to seize or

Article 19 is already set out in
Section 21 of the Cybercrimes Act
2021. We would propose that this
Section of the Cybercrimes Act 2021
be deleted and instead that it be
confined to a court order.

Article 19 allows for the search and
seizure of stored computer data. It
specifies how authorised persons
may monitor data transmissions, but
opens up the possibility of
unnecessary intrusion into individual
lives and matters unrelated to any
potential crime because the scope of
the Article is wide and
encompassing. The Convention
needs to add an addendum or make
a footnote setting a definitive
standards or guidelines so as to
prevent said unnecessary intrusion.
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similarly secure computer data accessed
according to

paragraphs 1 or 2. These measures shall include
the power to: a seize or similarly secure a
computer system or part of it

or a computer-data storage medium;

b make and retain a copy of those computer
data; ¢ maintain the integrity of the relevant
stored computer data; d render inaccessible or
remove those computer data in the accessed
computer system.

4 Each Party shall adopt such legislative
and other measures as may be necessary to
empower its competent authorities to order any
person who has knowledge about the
functioning of the

computer system or measures applied to protect the
computer data therein to provide, as is
reasonable, the necessary information, to
enable the undertaking of the measures
referred to in paragraphs 1 and 2.

5 The powers and procedures referred to
in this article shall be subject to Articles 14 and
15.
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Article 20 & 21

Title 51 Real-time collection of computer data
Article 20 T Real-time collection of traffic data
1 Each Party shall adopt such legislative

and other measures as may be necessary

to empower its competent authorities to:

a collect or record through the application of
technical means on the territory of that Party,
and b compel a service provider, within its
existing technical capability:

[ to collect or record through the
application of technical means on the territory of
that Party; or

i to co-operate and assist the competent
authorities in the collection or recording of,
traffic data, in real-time, associated with
specified communications in its territory
transmitted by means of a computer

system.

Article 20 is already provided in Section

22 of the Cybercrimes Act 2021. Article

21 is already set out in Section 23 of the
Cybercrimes Act 2021.

Article 20 allows authorised persons to
conduct real-time collection of traffic
data, while Article 21 provides for
interception of content data. The
Convention does not define what
6content datad mea
that it is a subcategory of traffic data.
Our local legislation needs to provide a
def i nicadntne nots oppastdatd
& r af f isacthatdaathodaséd persons /
law enforcement may then be able to
either enact or adhere to specific
guidelines when intercepting or
collecting data transmissions. Again,
this ties in with the privacy protection
issue.

The power given to law enforcement
regarding surveillance in these two
Articles is substantial, and thus should
be complemented with specific
guidelines that would curtail any
possibility of unnecessary intrusion or
privacy rights violations.

32



2 Where a Party, due to the established
principles of its domestic legal system,
cannot adopt

the measures referred to in paragraph 1.a, it may
instead adopt legislative and other

measures as may be necessary to ensure the
real-time collection or recording of traffic data
associated with specified communications
transmitted in

its territory, through the application of
technical means on that territory.

3 Each Party shall adopt such
legislative and other measures as may be
necessary to oblige a service provider to
keep confidential the fact of the execution of
any power provided for in this article and any
information relating to it.

4 The powers and procedures referred
to in this article shall be subject to Articles 14
and 15. Article 21 1 Interception of content
data

1 Each Party shall adopt such legislative and
other measures as may be necessary, in
relation to a range of serious offences to be
determined by domestic law, to empower its
competent authorities to: a collect or record
through the application of technical means on
the territory of that Party, and b compel a
service provider, within its existing technical
capability:

[ to collect or record through the
application of technical means on the territory
of that Party, or

i to co-operate and assist the competent
authorities in the collection or recording of,
content data, in real-time, of specified
communications in its territory transmitted by
means of a computer system.

2 Where a Party, due to the established principles
of its domestic legal system, cannot adopt

the measures referred to in paragraph 1.a, it may
instead adopt legislative and other
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measures as may be necessary to ensure the real-time
collection or recording of content data

on specified communications in its territory through
the application of technical means on that territory.

3 Each Party shall adopt such legislative

and other measures as may be necessary to

oblige a service provider to keep confidential the

fact of the execution of any power provided for

in this article and any information relating to it.

4 The powers and procedures referred to

in this article shall be subject to Articles 14 and

15. d by one of its nationals, if the offence is
punishable under criminal law where it was

committed or if the offence is committed outside the
territorial jurisdiction of any State.

2 Each Party may reserve the right not to apply or
to apply only in specific cases or conditions the
jurisdiction rules laid down in paragraphs 1.b through
1.d of this article or any part thereof.

3 Each Party shall adopt such measures as may
be necessary to establish jurisdiction over the
offences referred to in Article 24, paragraph 1, of this
Convention, in cases where an alleged

offender is present in its territory and it does not
extradite him or her to another Party, solely on the
basis of his or her nationality, after a request for
extradition.

4 This Convention does not exclude any criminal
jurisdiction exercised by a Party in accordance with its
domestic law.

5 When more than one Party claims jurisdiction
over an alleged offence established in

accordance with this Convention, the Parties

involved shall, where appropriate, consult with a

view to determining the most appropriate jurisdiction
for prosecution.
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Article 22

Section 37 Jurisdiction

Article 22 1 Jurisdiction

1 Each Party shall adopt such legislative and other
measures as may be necessary to establish
jurisdiction over any offence established in accordance
with Articles 2 through 11 of this

Convention, when the offence is committed:

a in its territory; or

b on board a ship flying the flag of that Party; or c
on board an aircraft registered under the laws of
that Party; or

Article 22 is already set out in
Section 3(1) of the Cybercrimes Act
2021

Article 23

Chapter Il i International co-operation

Section 17 General principles

Title 17 General principles relating to international
cooperation

Article 237 General principles relating to international
co-operation

The Parties shall co-operate with each other, in
accordance with the provisions of this chapter, and
through the application of relevant international
instruments on international cooperation in criminal
matters, arrangements agreed on the basis of uniform
or reciprocal

legislation, and domestic laws, to the widest extent
possible for the purposes of investigations

or proceedings concerning criminal offences related
to computer systems and data, or for the collection

of evidence in electronic form of a criminal offence.

Article 23 is already set out in
Section 24 of the Cybercrimes Act
2021

Article 24

Title 27 Principles relating to extradition

Article 24 7 Extradition

1 a This article applies to extradition between Parties
for the criminal offences established in

accordance with Articles 2 through 11 of this
Convention, provided that they are punishable under
the laws of both Parties concerned by deprivation of
liberty for a maximum period of at least one year, or by
a more severe penalty. b Where a different minimum
penalty is to be applied under an arrangement agreed
on the

basis of uniform or reciprocal legislation or an
extradition treaty, including the European

Convention on Extradition (ETS No. 24), applicable
between two or more parties, the

minimum penalty provided for under such arrangement
or treaty shall apply.

Article 24 is already set out in
Section 25 of the Cybercrimes Act
2021
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2 The criminal offences described in paragraph 1
of this article shall be deemed to be included

as extraditable offences in any extradition treaty
existing between or among the Parties. The

Parties undertake to include such offences as
extraditable offences in any extradition treaty to be
concluded between or among them.

3 If a Party that makes extradition conditional on
the existence of a treaty receives a request for
extradition from another Party with which it does not
have an extradition treaty, it may

consider this Convention as the legal basis for
extradition with respect to any criminal offence
referred to in paragraph 1 of this article.

4 Parties that do not make extradition conditional
on the existence of a treaty shall recognise

the criminal offences referred to in paragraph 1 of

this article as extraditable offences between
themselves.

5 Extradition shall be subject to the conditions
provided for by the law of the requested Party or

by applicable extradition treaties, including the grounds
on which the requested Party may refuse extradition.

If extradition for a criminal offence referred to in
paragraph 1 of this article is refused solely on the basis
of the nationality of the person sought, or because the
requested Party deems that it has jurisdiction over the
offence, the requested Party shall submit the case at
the request of

the requesting Party to its competent authorities for the
purpose of prosecution and shall

report the final outcome to the requesting Party in due
course. Those authorities shall take

their decision and conduct their investigations and
proceedings in the same manner as for any other
offence of a comparable nature under the law of that
Party.

7 a Each Party shall, at the time of signature or when
depositing its instrument of ratification,

acceptance, approval or accession, communicate to the
Secretary General of the

Council of Europe the name and address of each
authority responsible for making or

receiving requests for extradition or provisional arrest
in the absence of a treaty. b The Secretary General of
the Council of Europe shall set up and keep updated a
register

of authorities so designated by the Parties. Each Party
shall ensure that the details held on the register are
correct at all times.
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Article 26

Article 26 T Spontaneous information

1 A Party may, within the limits of its
domestic law and without prior request,
forward to another

Party information obtained within the
framework of its own investigations when it
considers

that the disclosure of such information
might assist the receiving Party in initiating
or carrying

out investigations or proceedings
concerning criminal offences established in
accordance with

this Convention or might lead to a request
for co-operation by that Party under this
chapter.

2 Prior to providing such information,
the providing Party may request that it be
kept confidential

or only used subject to conditions. If the
receiving Party cannot comply with such
request, it

shall notify the providing Party, which shall
then determine whether the information
should

nevertheless be provided. If the

receiving Party accepts the information
subject to the conditions, it shall be

bound by them.

This Article is already in Section 26 of the
Cybercrimes Act 2021
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Article 27

Title 4 7 Procedures pertaining to mutual
assistance requests

in the absence of applicable

international agreements Article 27 i
Procedures pertaining to mutual
assistance requests in the absence of
applicable international agreements

1 Where there is no mutual assistance
treaty or arrangement on the basis of
uniform or

reciprocal legislation in force between the
requesting and requested Parties, the
provisions of

paragraphs 2 through 9 of this article shall
apply. The provisions of this article shall
not apply

where such treaty, arrangement or
legislation exists, unless the Parties
concerned agree to apply any or all of the
remainder of this article in lieu thereof. 2 a
Each Party shall designate a central
authority or authorities responsible for
sending and

answering requests for mutual assistance,
the execution of such requests or their
transmission to the authorities

competent for their execution. b The
central authorities shall communicate
directly with each other;

c Each Party shall, at the time of
signature or when

depositing its instrument of ratification,
acceptance, approval or accession,
communicate to the

Secretary General of the

Council of Europe the names and
addresses of the authorities

designated in pursuance of this
paragraph;

d The Secretary General of the
Council of Europe shall set up and keep
updated a register

of central authorities designated by

the Parties. Each Party shall ensure

that the details held on the register

are correct at all times.

Article 27 allows a party to refuse extradition
under certain circumstances, such as crimes
constituting political offenses or those that may
prejudice a nationds i
however, does not clarify what types of offences
gualify as Apolitical o
consider prejudicial. This provision may become
ineffective simply due to the different
interpretations of what constitutes a political
offense. The Convention needs to provide more
detailed guidance as to what types of political
offences or prejudices will legitimately justify a
refusal to cooperate and who will render that
decision. The Convention should also either
provide additional guidance to signatories or set
the standards itself to ensure timely and efficient
criminal investigations through international
cooperation.
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3 Mutual assistance requests under
this article shall be executed in
accordance with the

procedures specified by the

requesting Party, except where
incompatible with the law of the
requested Party.

4 The requested Party may, in
addition to the grounds for refusal
established in Article 25, paragraph 4,
refuse assistance if: a the request
concerns an offence which the requested
Party considers a political offence or an
offence connected with a political offence,
or b it considers that execution of the
request is likely to prejudice its
sovereignty, security, ordre public or other
essential interests.

5 The requested Party may postpone
action on a request if such action would
prejudice criminal investigations or
proceedings conducted by its authorities.
Before refusing or postponing

assistance, the requested Party

shall, where appropriate after
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having consulted with the requesting

Party, consider whether the request

may be granted patrtially or subject to

such conditions as it deems necessary.

7 The requested Party shall promptly
inform the requesting Party of the outcome of
the

execution of a request for assistance.
Reasons shall be given for any refusal or
postponement

of the request. The requested Party shall also
inform the requesting Party of any reasons
that

render impossible the execution of the
request or are likely to delay it significantly.

8 The requesting Party may request that
the requested

Party keep confidential the fact of any
request made under this chapter as well as its
subject, except to the extent necessary for its
execution. If the requested Party cannot
comply with the request for confidentiality, it
shall

promptly inform the requesting Party,

which shall then determine whether the
request should nevertheless be

executed.

9 a In the event of urgency, requests for
mutual assistance or communications related
thereto may be sent directly by judicial
authorities of the requesting Party to such
authorities of the requested Party. In any such
cases, a copy shall be sent at the same

time to the central authority of the requested
Party through the central authority of the
requesting Party.

b Any request or communication under
this paragraph may be made through the
International Criminal Police Organisation
(Interpol).

c Where a request is made pursuant to
sub-paragraph a. of this article and the
authority is

not competent to deal with the request, it
shall refer the request to the competent
national authority and inform directly the
requesting Party that it has done so.
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d Requests or communications made under this
paragraph that do not involve coercive

action may be directly transmitted by the
competent authorities of the requesting Party
to the competent authorities of the requested
Party. e Each Party may, at the time of
signature or when

depositing its instrument of ratification,
acceptance, approval or accession, inform the
Secretary

General of the Council of

Europe that, for reasons of efficiency,
requests made under this paragraph are to be
addressed to its central authority.

Article 28

Article 28 1 Confidentiality and limitation on

use 1 When there is no mutual assistance
treaty or arrangement on the basis of uniform

or

reciprocal legislation in force between the
requesting and the requested Parties, the
provisions of this article shall apply. The provisions
of this article shall not apply where such

treaty, arrangement or legislation exists,

unless the Parties concerned agree to apply
any or all of the remainder of this article in

lieu thereof.

2 The requested Party may make the supply of
information or material in response to a request
dependent on the condition that it is:

a kept confidential where the request for

mutual legal assistance could not be complied
with in the absence of such condition, or b not
used for investigations or proceedings other
than those stated in the request.

3 If the requesting Party cannot comply with a
condition referred to in paragraph 2, it shall
promptly inform the other Party, which shall then
determine whether the information should
nevertheless, be provided. When the requesting
Party accepts the condition, it shall be bound by it.
4 Any Party that supplies information or material
subject to a condition referred to in

paragraph 2 may require the other Party to
explain, in relation to that condition, the use
made of such information or material.

Already set out in Section 27 of the
Cybercrimes Act 2021

41




Section 2 1 Specific provisions
Title 1 7 Mutual assistance
regarding provisional measures
Article 29 7 Expedited preservation
of stored computer data

1 A Party may request another
Party to order or otherwise obtain
the expeditious preservation

of data stored by means of a
computer system, located within the
territory of that other Party

and in respect of which the
requesting Party intends to submit a
request for mutual assistance

for the search or similar access,
seizure or similar securing, or
disclosure of the data.

2 A request for preservation
made under paragraph 1 shall
specify:

a the authority seeking the
preservation;

b the offence that is the
subject of a criminal investigation
or proceedings and a brief
summary of the related facts;

c the stored computer data to
be preserved and its relationship
to the offence;

d any available information
identifying the custodian of the
stored computer data or the
location of the computer system; e
the necessity of the preservation;
and

f that the Party intends to submit

a request for mutual assistance

for the search or similar access,
seizure or similar securing, or
disclosure of the stored

computer data.

3 Upon receiving the request from
another Party, the requested Party
shall take all appropriate

Article 29 is already set out in Section 28 of the
Cybercrimes Act 2021

Article29d o e s n ot dual erigpindlityoe afis a ¢
for mutual assistance for the preservation of data. This
creates challenges in the context of cybercrime where one
jurisdiction may not recognise the relevant conduct as an
offence at all. This raises a few concerns in terms of the
preservation of data. Firstly, does this imply that one
country has the right to interfere with the privacy of
another countryds citizens/
country may i mpose fAoner gae:
crimes of the citizens of another country?
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measures to preserve expeditiously the
specified data in accordance with its
domestic law.

For the purposes of responding to a
request, dual

criminality shall not be required

as a condition to providing

such preservation.

4 A Party that requires dual
criminality as a condition for responding to
a request for mutual

assistance for the search or similar
access, seizure or similar securing, or
disclosure of stored data may, in

respect of offences other than those
established in accordance with

Articles 2

through 11 of this Convention, reserve the
right to refuse the request for preservation
under

this article in cases where it has reasons
to believe that at the time of disclosure
the condition of dual criminality cannot be
fulfilled.

5 In addition, a request for
preservation may only be refused if:

a the request concerns an offence

which the requested Party considers a
political offence or an offence

connected with a political offence, or b
the requested Party considers that
execution of the request is likely to
prejudice its sovereignty, security,

ordre public or other essential

interests.

6 Where the requested Party believes that
preservation will not ensure the future
availability of

the data or will threaten the confidentiality
of or otherwise prejudice the requesting
Partyds

investigation, it shall promptly so

inform the requesting Party, which

shall then determine whether the

request should nevertheless be
executed. 7 Any preservation effected

in response to the request referred to

in paragraph 1 shall be for a
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period not less than sixty days, in order to
enable the requesting Party to submit a
request for

the search or similar access, seizure or
similar securing, or disclosure of the data.
Following

the receipt of such a request, the data
shall continue to be preserved pending a
decision on that request.
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Article 30

Article 30 T Expedited disclosure of preserved
traffic data

1 Where, in the course of the execution of
a request made pursuant to Article 29 to
preserve

traffic data concerning a specific
communication, the requested Party discovers
that a service

provider in another State was involved in the
transmission of the communication, the
requested Party shall expeditiously disclose to
the requesting Party a sufficient amount of
traffic data to identify that service provider and
the path

through which the communication was
transmitted.

2 Disclosure of traffic data under
paragraph 1 may only be withheld if:

a the request concerns an offence which the
requested Party considers a political offence
or an offence connected with a political
offence; or b the requested Party considers
that execution of the request is likely to
prejudice its sovereignty, security, ordre
public or other essential interests.

This article is already set out in Section 29
of the Cybercrimes Act 2021

Article 31

Title 2 7 Mutual assistance regarding
investigative powers Article 311 Mutual
assistance regarding accessing of stored
computer data

1 A Party may request another Party to
search or similarly access, seize or similarly
secure,

and disclose data stored by means of a
computer system located within the territory of
the

requested Party, including data that has been
preserved pursuant to Article 29.

2 The requested Party shall respond to
the request through the application of
international

instruments, arrangements and laws referred
to in Article

23, and in accordance with

other relevant provisions of

this chapter.

This set out in Article 30 of the Cybercrimes Act
2021.

Article 31 relates to mutual assistance
regarding the accessing of stored computer
data, makes no provision in respect of
specific grounds of refusal. This Article is one
of the more intrusive requests of the
convention, however it is deferred to existing
arrangements and/or domestic laws. The
convention provides no model procedures or
standards in which this can be adapted by a
signatory country whilst being consistent with
Convention for the Protection of Human
Rights and Fundamental Freedoms.
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3 The request shall be responded to on
an expedited basis where:

a there are grounds to believe

that relevant data is particularly

vulnerable to loss or modification; or

b the instruments,

arrangements and laws referred to in
paragraph 2 otherwise provide for

expedited co-operation.

Article 32

Article 32 T Trans-border access to stored
computer data with consent or where
publicly available

A Party may, without the authorisation of
another Party: a access publicly available
(open source) stored computer data,
regardless of where the data is located
geographically; or

b access or receive, through a computer
system in its territory, stored computer data
located in another Party, if the Party obtains
the lawful and voluntary consent of the
person who has the lawful authority to
disclose the data to the Party through that
computer system.

Already set out in Section 31 of the
Cybercrimes Act 2021
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Article 33

Article 33 7 Mutual assistance
regarding the real-time collection of
traffic data

1 The Parties shall provide
mutual assistance to each other in
the real-time collection of traffic
data associated with specified
communications in their territory
transmitted by means of a
computer system. Subject to the
provisions of paragraph

2, this assistance shall be
governed by the conditions

and procedures provided for
under domestic law.

2 Each Party shall provide
such assistance at least with respect
to criminal offences for which
real-time collection of traffic data
would be available in a similar
domestic case.

This set out in section 32 of the Cybercrimes Act 2021

Article 33 which relates to mutual assistance in the
real-time collection of traffic data, is specifically stated
to be governed by the conditions and procedures
provided for under domestic laws. The preservation of
data and traffic logs are only useful in the investigation
of a hacker where real time evidence can be collected
and

communications potentially intercepted. However, real
time evidence collection and interception of
communications require certain procedures for a
warrant under section 22 of the Cybercrime Act 2021,
this may render Article 33 ineffective in practice.

Article 34

Article 34 7 Mutual assistance
regarding the interception of content
data

The Parties shall provide mutual
assistance to each other in the real-
time collection or

recording of content data of
specified communications
transmitted by means of a
computer system to the extent
permitted under their applicable
treaties and domestic laws.

Article 34 is set out in section 33 of the Cybercrimes
Act 2021
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Article 35

Title 3717 24/7 Network

Article 357 24/7 Network

1 Each Party shall designate a point
of contact available

on a twenty-four hour, seven-day-
aweek

basis, in order to ensure the
provision of immediate assistance
for the purpose of

investigations or proceedings
concerning criminal offences related
to computer systems and

data, or for the collection of
evidence in electronic form of a
criminal offence. Such assistance
shall include facilitating, or, if
permitted by its domestic law and
practice, directly carrying out the
following measures: a the provision
of technical advice; b the
preservation of data pursuant to
Articles 29 and 30; c the collection
of evidence, the provision of legal
information, and locating of

suspects.

2 aA Partyds poi
contact shall have the

capacity to

carry out communications with the
point of contact of another Party on
an expedited basis. b If the point of
contact designated by a Party is not
part of that Part
authorities responsible for
international mutual assistance or
extradition, the point of

contact shall ensure that it is able to
co-ordinate with such authority or
authorities on an expedited basis.

3 Each Party shall

ensure that trained and

equipped personnel are

available, in order to facilitate

the operation of the network.

Article 35 is set out in Section 34 of the Cybercrimes
Act 2021
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Article 36

Chapter IV T Final provisions
Article 36 7 Signature and entry
into force 1 This Convention shall
be open for signature by the
member States of the Council of
Europe and by non-member

States which have participated in
its elaboration.

2 This Convention is subject to
ratification, acceptance or approval.
Instruments of ratification,
acceptance or approval shall

be deposited with the

Secretary General of the

Council of Europe.

3 This Convention shall enter
into force on the first day of the
month following the expiration of a
period of three months after the
date on which five States, including
at least three member

States of the Council of Europe,
have expressed their consent to

be bound by the Convention in
accordance with the provisions of
paragraphs 1 and 2. 4 In respect

of any signatory State which
subsequently expresses its
consent to be bound by it,

the Convention shall enter into force
on the first day of the month
following the expiration of a period
of three months after the date of the
expression of its consent to be
bound by the

Convention in accordance with the
provisions of paragraphs 1 and 2.

Chapter IV (Articles 36-48) deals with the final provisions
of the convention. There is an obvious failure to include
any follow-up measures to ensure that ratification is
followed by compliance.

Accede this is yet to be complied with in this Convention.

49




Territorial application

The Convention provides that any
State may specify the territory or
territories to which the Convention
applies, at the time of signature or
depositing its instrument of
ratification, acceptance, approval or
accession.

Article 37 Accede
Article 37 7 Accession to the
Convention

1 After the entry into force of this
Convention, the

Committee of Ministers of the Council
of

Europe, after consulting with and
obtaining the unanimous consent of
the Contracting States

to the Convention, may invite any
State which is not a member of the
Council and which has

not participated in its elaboration to
accede to this Convention. The
decision shall be taken by

the majority provided for in Article
20.d. of the Statute of the Council of
Europe and by the

unanimous vote of the
representatives of the Contracting
States entitled to sit on the
Committee of Ministers.

2 In respect of any State acceding to
the Convention

under paragraph 1 above, the
Convention

shall enter into force on the first day
of the month following the expiration
of a period of three

months after the date of

deposit of the instrument of
accession with the Secretary
General of the Council of

Europe.

Article 38 Accede
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Article 38 of the Convention also
allows a State to extend the
application of the Convention on a
later date to any other territory by
declaration addressed to the
Secretary General, which will come
into force on the first day of the
month following the expiration of a
period of three months after the
Secretary General has received the
declaration.

Furthermore, a declaration made
can be withdrawn by notification to
the Secretary General, and such
withdrawal will come into force on
the first day of the month following
the expiration of a period of three
months after the Secretary General
has received the notification

Article 39

Effects of the Convention

The Convention provides the
purpose of the Convention which is
to supplement applicable multilateral
or bilateral treaties or arrangements
as between the Parties, including the
European Convention on Extradition,
opened for signature in Paris on 13
December 1959 (ETS No. 24), the
European Convention on Mutual
Assistance in Criminal Matters,
opened for signature in Strasburg, on
20 April 1959 (ETS No.30); and the
Additional Protocol to the European
Convention on Mutual Assistance in
Criminal Matters, opened for
signature in Strasburg on 17 March
1978 (ETS No. 99).

Where an agreement or treaty has
already concluded or relations
established, Parties are also entitles
to apply the agreement or treaty or
regulate such relations in a manner
that is not inconsistent with the
Convention

Accede

I n determining the Convent
international agreements, Parties may look for

additional guidance to relevant provisions on
Agreements or Law of Treaties

May include savings clause for unaffected other rights,
restrictions, obligations, and responsibilities that may
exist but that are not dealt with by the Convention.
Agree.

In determiningth e Conventionds r el
international agreements, Parties may look for

additional guidance to relevant provisions on
Agreements or Law of Treaties May include savings
clause for unaffected other rights, restrictions,
obligations, and responsibilities that may exist but that
are not dealt with by the Convention.
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Article 40

Declarations

The Convention allows any State, at the
time of signature or when depositing its
instrument of ratification, acceptance,
approval or accession to declare that it
avails itself of the possibility of

requiring additional elements as provided
for Articles 2, 3, 6 paragraph 1.b, 7, 9
paragraph 3, and 27 paragraph 9.e, by
written notification to the Secretary
General.

Accede

Declarations are considered acceptable
interpretations of the Convention provisions and
should be distinguished from reservations, which
permit a Party to exclude or to modify the legal
effect of certain obligations set forth in the
Convention

Article 41

Federal clause

The Convention allows a federal State to
reserve the right to assume obligations
under Chapter Il of the Convention
consistent with its fundamental principles
governing the relationship between its
central government and constituent
States or other similar territorial entities
provided that it is still able to cooperate
under Chapter lIl.

Article 41 of the Convention also
provides that such reservation must not
exclude or substantially diminish the
State to provide for measures set out in
Chapter Il and must provide for a broad
and effective law enforcement capability
in relation to those measures.

Accede

The approach to federalism does provides for
broad coverage of illegal conduct encompasses by
this Convention under Federal Criminal Law.

The scope of application of federal clause has
been restricted to the provisions of Chapter II.
Federal States marking use of this provision would
still under the obligation to co-operate with the
other Parties under Chapter I

entities that are not obliged under their
constitutional systems to take legislative
measures, the federal governments must
inform and encourage the competent

action to give effect.

Where the application of the provisions of the
Convention comes under the jurisdiction of
constituent States or other similar territorial

authorities of such States to take appropriate
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Article 42
Reservations

The Convention allows any State, at the time
of signature or when depositing its instrument
of ratification, acceptance, approval or
accession, by written notification to the
Secretary General, to declare that it avails
itself of the reservations provided for in Article
4 paragraph 2, Article 6 paragraph 3, Article 9
paragraph 4, Article 10 paragraph 3, Article
11 paragraph 3, Article 14 paragraph 3,
Article 22 paragraph 2, Article 29 paragraph
4, and Article 41 paragraph 1, only.

Accede

This recognises that some Parties certain
reservations are essential to avoid conflict
with their constitutional and legal principles,
provisions and or to withdraw which no longer
proof necessary

Article 43

Status and withdrawal of reservations

The Convention allows a State Party that has
made a reservation to withdraw such
reservation either as a whole or partially by
notifying the Secretary General, which would
then take effect on the date of receipt of the
notification by the Secretary General or on a
later date if specified on the notification.

Article 43 of the Convention also allows the
Secretary
General to periodically enquire with Parties
who have

Accede

This gives an opportunity to Parties to indicate
whether they still maintain their reservations in
respect to certain

adopt the amendment, the text of which will
then be forwarded to Parties for acceptance.

Any adopted amendment comes into force on
the thirtieth day after all Parties have informed
the Secretary General of their acceptance of
the amendment.
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Article 45

Settlement of disputes

The Convention provides that CDPC must be
kept informed regarding the interpretation and
application of the Convention. Where there is a
dispute between States Parties on the
interpretation or application of

the Convention, States Parties must seek a
settlement of the dispute through negotiation or
any other peaceful means of their choice,
including submission of the dispute to the
CDPC whose decision will be binding

Accede

Provides way forward for settlement of
disputes concerning interpretation or the
application of the Convention.

Procedures may outline for settlement
disputes and any procedure for solving
disputeresolution should be agreed upon by
the parties concerned.

Where will be the dispute be heard and who
presides (CDPC, Tribunal or International
Court)

Article 46

Consultations of the Parties

The Convention requires Parties to undertake
periodic consultations with a view to facilitate
the effective use and implementation of the
Convention, exchange of information on
significant legal policy or technological
developments pertaining to cybercrime and the
collection of evidence in electronic form, and
consideration of possible supplementation or
amendment of the Convention.

Under Article 46 of the Convention, the CDPC
must be kept informed of the result of these
consultations and must assist State Parties in
their efforts to supplement or amend the
Convention, with expenses to be borne by
Parties unless assumed by the Council of
Europe. The Secretariat of the Council of
Europe must also assist Parties in carrying out
their functions under this article.

Accede

Provides for review of the Convention
operations. A time frame may be included for
review say for example annually or every 3
years. Agree.

Provides for review of the Convention
operations. A time frame may be included for
review say for example annually or every 3
years.
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Article 47

Denunciation

The Convention allows a State Party to
denounce the Convention by notification
addressed to the Secretary General, which
would then become effective on the first day
of the month following expiration of a period
of three months after the date of receipt of
the notification by the Secretary General.
The Convention allows a State Party to
denounce the Convention by notification
addressed to the Secretary General, which
would then become effective on the first day
of the month following expiration of a period
of three months after the date of receipt of
the notification by the Secretary General.

Accede

Article 48

Notification

The Convention requires the Secretary
General to notify the member States of the
Council of Europe, the non-member States
which have participated in the elaboration of
the Convention as well as any State which
has acceded to, or has been invited to
accede to, the Convention of any signature,
deposit of any instrument of ratification,
acceptance, approval or accession, date of
entry into force, any declaration or
reservation made and any other act,
notification or communication relating to the
Convention.

Accede
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GENERAL COMMENTS

This Convention is undoubtedly needed,
given the technological era we live in, and the
transnational nature of crimes arising
therefrom. However, there is a fine line
between effective law enforcement
procedures and certain civil liberties and
rights. The current legislation must be
strengthened by providing more definitive
guidelines on the scope of law enforcement
powers, especially with regards to
Asurveill ance and dat
Convention is undoubtedly needed, given the
technological era we live in, and the
transnational nature of crimes arising
therefrom. However, there is a fine line
between effective law enforcement
procedures and certain civil liberties and
rights. The current legislation must be
strengthened by providing more definitive
guidelines on the scope of law enforcement
powers, especially with regards to
surveillance and data interception.

There is a need to be particularly cautious in
adopting procedures that impact on civil
liberties. However, it is of equal importance
that we make Fiji a harder target for
technological enabled crime. The current
legislation must be strengthened and
reviewed periodically. There must be a joint
effort to identify trends and criminal
methodologies so we are better prepared to
combat future and present cybercrime.
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FICAC Headquarters
Fiji Independent Commission Against Corruption
Reverend John Hunt House, 3 Saint Fort Street, Suva, Fiji
PO Box 2335, Government Buildings, Suva, Fiji

Phone: (679) 3310290
Fax: (679) 3310297

Fiji Independent Commission
Against Corruption

SUBMISSION BY THE FIJI INDEPENDENT COMMISSION AGAINST CORRUPTION TO THE
PARLIAMENTARY COMMITTEE ON FOREIGN AFFAIRS ON ACCESSION OF THE CONVENTION
ON CYBER CRIME

Introduction

We thank the Committee for inviting the Commission (FICAC) to make submissions. This is important
at this juncture as this Committee endeavors to provide the necessary recommendations to Parliament
of Fiji on the importance of joining the Budapest Cyber-crime Convention (hereinafter referred to as
Convention) as state party.

Over the years, Information Technology had changed the human life drastically and will surely continue
to impact all of us in the future as well. It has more often made the life easier in many aspects. It
revolutionized the human interactions and methods of communication. Human interactions have
become more complex, sophisticated and also overcome the distance and time barriers that were in

place few decades ago.

With such technological advancement in the cyber space, the conventional criminals and fraudsters too
have evolved and become cyber-complicit. Cyber universe has become an opportune conduit to
advance the fraudulent and criminal activities on a different and larger scale. Many individuals and
Governments fell victim to cybercrimes losing millions of dollars. There was and is a dire need to tackle
the ever- increasing criminal activities via internet and computer networks.

Cybercrime has no border. No distance or geographical barriers could prevent or slow down
cybercrimes. It can affect any one regardless of his or her race and religion. It can affect multiple
countries within a split second. As such, combating cybercrimes needs a collective global effort and a
comprehensive and cooperative strategies. Budapest Cybercrime Convention is a joint effort designed
to address those prevalent issues by the Council of Europe and other State Parties. The Cybercrime
Convention is the bastion and provides the strategic framework to combat cybercrimes effectively.

Building up to this stage and our Cyber Crimes Act No 03 of 2021

Prior to the enactment of the Fijian Cyber Crime Act, the only provisions available to tackle cyber
offences were under Sections 336 to 346 of the Crimes Act 2009. Some procedural supports were also
provided under the Criminal Procedure Act 2009 and the Prevention of Bribery Act, however, were of
limited use due to lack of capacity to provide necessary support from the service providers and users.

Nevertheless, it is noteworthy that the Commission, within a limited legal framework, had successfully
investigated and prosecuted several large-scale corruption offences committed in tandem with
cybercrimes. Two cases are worthy to note at this juncture.

The first case is FICAC v Ana Laqere and others. The case involved several officers of former Public
Works Department (PWD) and some private companies. The officers were working in the Accounts
section of its Central and Eastern Division office situated in Walubay and colluded with private company
owners/directors to raise bogus procurement orders and managed to siphon out millions of dollars from
PWD. They manipulated the Financial Management Information System (FMIS) to an unprecedented
level in diverting public funds to those companies.

In addition, we also noted that the perpetrators were stealing the identity of some reputed companies
and used those company quotation forms through forgery and committed some form of “identity theft”.

All correspondence must be addressed to the Deputy Commissioner and sent to the FICAC Headquarters



Many reputed companies fell victim this scam. However, there was no specific offence existing at that
point in time to tackle these complex scenarios. They all were charged under Crimes Act for abuse of
Office and obtaining financial advantage.

All accused persons from PWD were convicted before the High Court and serving prison sentences
and some cases are still pending before the court against private companies. When the investigations
commenced, we realized that most of the physical documentary evidence relating to fake procurements
were destroyed, however, we managed to reconstruct them using the FMIS data and information.

This is one of the first examples that the Commission realized the extent of the cybercrime activities
occurring in corruption committed by public servants and the need to have a strong legal framework to

battle corruption related cybercrimes.

The second example is the FICAC v Villiame Katia case where the former deputy official receiver
squandered more than 4 million dollars from the Official Receiver's accounts. One of his modus
operandi was to use the computer system available in the Official Receiver's Office to create fake
debtors and creditors accounts and managed to convince his supervisors and the banks to make

payments which he directly benefitted from.

As such, the cyber related corruption involving large sums of public money was becoming prevalent
and there was a need to have a strong legal framework that is compatible with the international

standards as stipulated in the Convention.

Fiji commenced preparatory work to enact a cybercrime legislation few years ago with stakeholder
collaborations and also with the help of experts, consultants and representatives of the Council of
Europe. | am very proud to say that the Commission engaged in this process and contributed well at
every important stage in that process. At this stage, | must take this opportunity to acknowledge the
contribution rendered by the then Consultant to the Government of Fiji, Mr Jayantha Fernando and his
colleagues from the Bureau of the Cyber Crime Convention of the Council of Europe, without whose
guidance, this journey would not have been possible.

Fast forward to the present day, we now have a Cybercrime Act ready. We also took part in the recent
assessment undertook by the Council of Europe and now eagerly waiting to make use of the provisions
of the Act to strengthen our fight against corruption. As | said before, cybercrimes or use of internet and
digital devices are a very common way of committing corruption offences and almost all of our
investigations now have a cybercrime component. In this regard, Commission has established a
specialized unit called “Digital Forensic Unit” with expert investigators in extracting digital evidence.

Salient features of the Cyber Crime Act

The Cyber Crime Act comprehensively addresses the salient features of the Convention. The issues
have been addressed under three key areas:

e Substantive Criminal Law including the legal definitions of important technological terms

e Procedural Law with reference to cyber crime investigations and collation of electronic evidence in
relation to any crime

e International cooperation

It is not my endeavor to speak in detail about the features of the Cyber Crimes Act. However, as noted
by our consultants and experts, we can proudly say that the Act is one of the robust statutes available
hitherto in the Pacific region to combat cybercrimes. The Convention was considered as a reference
mode! and incorporated various cybercriminal conducts under the domestic law as criminal offences. It
provides procedural powers to investigate and prosecute cybercrimes and also safeguards the rights



of the public at large. The effective international cooperation among the stake holders of criminal justice
is imperative as the cybercrimes often multi- jurisdictional.
Human Rights and democracy strengthening

In addition to the general measures safeguarding human rights, it effectively addresses women and
children’s rights as well. Women and children are often exploited viciously by cybercriminals. The
Cybercrime Act provides sufficient tools to combat them effectively. Severe penalties imposed for child

pornography is an example.

Accession

We strongly support Fiji's accession to the Convention. It will connect Fiji with the global efforts in
fighting cybercrimes and will also provide several benefits. Fiji is a commercial hub in the South Pacific
and it is important to provide a safe commercial platform for all parties involved in commercial activities
by providing a safe cyber space. Women and children must feel safe in the cyber environment. Fiji can
also benefit from international cooperation immensely through capacity building.

1

&‘fvlj&'

Rashmi Aslam
Commissioner

3 October 2022
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Financial Intelligence Unit

* Established in 2006 under Section 22 of the Financial Transaction Reporting
Act (2004);

* An agency of the Fijian government;

* Administered & funded by Reserve Bank of Fiji;

* Our Vision: Protecting Fiji from Money Laundering;

* Administrative FIU, together with regulatory and enforcement functions; and
* Functions, duties and powers outlined in Section 25 of the FTR Act.
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Our Role

| FijiFTU
% Fiji Financial Intelligence Unit
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FIU’s Intelligence Products Disseminated: 2017 - 2021

Fiji FIU - Value of CDRs to Law Enforcement Agencies
E:}‘;mmnt 2017 2018 2019 2020 2021
Agency ® ®) ®) ®) ®)
Fiji Revenue & 220,041,608 114,060,337 12,175,316 54,216,419 46,959,343
Customs Service
Fiji Police Force 9,000,000 54,700,000 8,800,000 34,331,425 14,578,833
fmmigration 6.707.064 8,913,246
Department
FICAC 320,000 10.901.023 250.079
Total 229,041,608 | 169,080,337 | 20,975,316 | 106,155,931 | 70,710,501

) FijiF1U
W1l T Pinamcial Drialligencs Lnit
FIU’s Contribution to Combating Cybercrime FijiFIU
Casaes Disserninated to Law Enforcement Agencies —— e - -
I I S Fiji Financial Intelligence Unit
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FIU continues to receive, analyze and disseminate cybercrime
related cases on:

v" Internet Banking Fraud - Unauthorized bank transfers;
v' ATM Skimming;

v Email Spoofing;

v' Business Email Compromise (BEC);

v" Phishing / Spear Phishing;

v' Identity Theft;

v" Social Media Scams.
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Fiji Financial Intelligence Unit

FIU’s Contribution to Combating Cybercrime
National Engagements

* Established in 2010, FIU is a member of Fiji's national cybersecurity working group on technical, legal
2010 FU' and security issues;
, *  FIU was part of the working group meetings in 2016 as it deliberated on the formulation of national
Cybersecunty cyber security strategy;
Worklng Group »  FIU also met with consultants on cybersecurity to discuss cybercrime legislations and cybersecurity
' strategy.

* Approved in 2016, FIU was part of the consultation, drafting and implementation process of the
national cybersecurity strategy;

+  Vision: To enable a secure, resilient and available Cyberspace that will enhance awareness & socio-
economic development of all Fijlans;

2016 National + Protect critical infrastructure, ICT and related services;
Cybersecurity + (Combat cybercrime and manage cyber threats;
Strate gy * Enhance national safety and security in cyber space;

* Develop capability, legal framework and expertise in Cybersecurity;
* Promote Cybersecurity awareness, information sharing and collaboration;

* Enable secure use of Fiji's cyberspace for promaotion of human rights & socio-economic
development.

FIU’s Contribution to Combating Cybercrime
National Engagements

FijiFIU

+ FIU was part of the consultation and drafting of the cybercrime legislation and bill.

* Cybercrime Act 2021 adopts the 48 Articles of the Budapest Convention to address the
following:

¥ Offences against the confidentiality, integrity and availability of computer data and
systems;

¥ Unauthorised access to, and unauthorised interception of, computer systems or
computer data;

Cybercrime Act 2021 SAOG DA Cuiathe Sty

Computer-related fraud;

Collection of electronic evidence;

International cooperation;

Investigation and prosecution of cybercrime related offences;

Preservation of stored computer data;

Extradition;and

Penalties.

oK AN A N
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FIU’s Contribution to Combating Cybercrime FijiFIU
International Engagermants b L Fiji Financ};i.inwlligence Unit
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*  FIU is a member of the Egmont Group of FIUs with a global network for sharing intelligence and
international cooperation with 166 other FiUs;

The Egmaont Group provides FIUs with a platform to securely exchange expertise and financial

E G MON T intelligence to combat money laundering, terrorist financing (ML/TF), cybercrime and associated

predicate offences;
G RO U P Foreign FlUs provide valuable due diligence when sharing intelligence which assists in uncovering

highly sophisticated web of fraudulent transfers from Fiji bank account holders to beneficiaries from
multiple jurisdictions holding the bank account detalls of the cybercriminals through the Egmont
Secured Channels,

OF FINKANCIAL INTELLIGENCE UNETS

* Established in 2017, FIU is part of Pacific Cyber Security Network {PaCSON) in developing capacities
which address cyber threats, strengthen cyber security and combat cybercrime;

Australian Government Assistance;

« Other country members include Australia, Cook Islands, Kiribati, Marshall Islands, Nauru, New Zealand,
Niue, Palau, Papua New Guinea, Samoa, Solomon Islands, Tokelau, Tonga, Tuvalu, Vanuatu, and USA;

n
Gy PaCSON
O

* Not a CERT and does not provide Incident Response capability.

FIU’s Contribution to Combating Cybercrime
International Engagements

FijiFIU
i i 8 Fiji Financ};i.'lnwilligenic;l}nit
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* In 2017, FIU was part of the Fijlan delegation to conduct onsite visit to Computer Emergency Response
Team (CERT) Australia to gather insight on the functions and set-up of a national CERT;

e
"‘ AU SC ERT * The scoping visit was to gage Fiji's readiness and commitment to develop a national CERT for Fiji;
o
o

* Founded in 1993, is a non-profit organization that provides advice and solutions to cybersecurity
threats and vulnerabilities,
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FIU’s Contribution to Combating Cybercrime
Intermational Engagements

FijiFIU
; "' Fiji Financial Intelligence Unit
il il il il ol il il ol

KN * FUIFIU is the current focal contact point of:
24/7 Network * G7 24/7 Cybercrime Network since May 2018.
* Fiji was the 82" country to join the worldwide
The Council of Europe supports the l"lEtWﬂl‘k ﬂl"ld it EUI“I‘EI"Itl‘," hﬂS 9‘0 mEmbEfS.

functioning of the 24/7 Kabwark

* Background

* The G7 24/7 Network was established as a result of
the meeting of G8 Justice and Interior Ministers in
December 1997.

* The G7 24/7 points of contact is an informal
network which assists with timely exchanges of
critical information.

shad scoarding to Articla 35

of the Budapest Convention as a
tonol for expeditad internationa
conperation aon cybercrime and

elactronic evidence

Howr doss the Metwork
function in practice and whe
are its members?

FIU’s Contribution to Combating Cybercrime
Cybercrime awareness and capacity building to Law Enforcerment Agencies and Other Staleholders

FijiFIU
}, Fiji Financial Intolligence Unit_
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Date Cybercrime Awareness and Capacity Building
26 May 2010 Cyber Security Workshop
26-27 May 2011 MSG Police Repional Information Sharing Workshop on Cyber Security
19-21 November 2017 Fiji-Australia Cybarsacurity Dialogue
2017-2019 Postgraduate Diploma in Cybersecurity
23-25 September 2018 2nd Fiji-Australia Cybersecurity Dialogue
30 October 2019 Workshop on Drafting and Application of Cybercrime Legislation
11 February 2020 Presentation on Cybersecurity Awareness during Safer Internet Day
13-14 February 2020 Multinational Communications Interoperabiiity Program {MCIP) Cyber Services, Cyber Training
24-25March 2021 Countering DPRK Cyber Threats: An Interactive Virtual Training for Financial Institutions in Fiji
13May 2021 Paclfic Cyber Week Webinar
28 July 2021 Cybersecurity Opan Source Toals
31 August 2021 Dagital Fiji Training on Devedoping a National CERT




FIU’s Contribution to Combating Cybercrime
Alert Notices Issued to Financial Institutions.

FijiFIU

1§
¥ . 48 Fiji Financial Intelligence Unit

The FIU continues to engage with financial institutions to issue alert notices on emerging
cyber criminal activities in Fiji.

Date Alert Notice Issued To

22 September 2011 Warning against email scams, cybercrime financial transactions and fraudulent Commercial banks and money remittance service

iy international remittances, providers
21 December 2012 | Twa named individuats involved in possible cybercrime offences, g ::‘" e e S
27 March 2014 Possible advance fee fraud by Nigerian nationals g""ml i :al banks andmoriey rmitiance service
11 August 2014 Emad spoofing for local businesses Canv'nemal Rk aricl Wckomy Beshisnce Secvice

Providers
5 November 2014 Computer virus targeted at ATMs Commercial banks
30 January 2017 Possible advance fee fraud, lottery scam related remittances and emad spoofing 'E‘anml ::h' RS 31 ey e e
15May 2017 Financial institutions to take necessary praventive precautions against WannaCry | Commercial Banks, Foreign Exchange Dealers,
Ransomware Finance Companies and Other Financial Institutions

29 June 2017 Aleged ATM and Cradit Card Skimming Cosmercial Banks, Foregn Exchange Deslers and

Money Changers

FIU’s Contribution to Combating Cybercrime

National Awareness

FijiFIU

1§
¥ . 48 Fiji Financial Intelligence Unit
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The FIU continues to inform and caution members of the public on emerging cyber criminal
activities in Fiji by issuing press releases.

Cybercrime
Date Press Release

Offence
23 September 2011 | Baware of Scam Emadls and Cybarcrime Financial Transactions. Phishing
22 Novernber 2011 | Beware of Internet hacking and email scams Email spoofing
15 June 2012 Authorities Tackle Cybercrime n Fii 'F"r:";‘““""‘"
17 April 2014 Beware of emad spoofing (Impersonation) Emall spoofing

Cybercrime
11 August 2015 Fiji completes national risk assessment on money laundering and terrorist financing % Medium

3 Nz SN ATM Skimming /

18 March 2016 ATM Skimming in Fiji Identity Theft
18 August 2016 Fake Facebook Accounts Identify Theft
27 March 2020 COVID-19 redated online scam :::;lsmdia
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What is Cyber Security?

Who They Are

Nation States & APTs

Advacced Parsistant Threat

* Target private & public sectors,

» Seek strategic or intellectual property.

 Use a variety of sophisticated
technigues

* Motivated by economic, military,
pofitical or strategic gain,

market gains,

attributian.

Hacktivists

* Mativated by ideological issues
and social causes.

*Seek to cause reputational
damage or disruption,

« Attacks range in sophistication.

* Target similar / peer businesses.
* Motivated by potential financial ar

 Likedy to outsource the attack to avoid

FijiFIU
A4 Fiji Financial Intelligence Unit
A*A*A‘A‘A‘A‘A‘A‘A‘A‘A‘A

The Fundamentals

Cyber Security is the practice of protecting organisations,
individuals and networks from digital attacks and
accidents that result in a negative impact.

Cyber Security addresses threats to our organisations
and communities by implementing controls across

People, Pracess and Technology.

+ People —Citizens, colleagues, ourselves.

* Process = Methods to achieve our goals.

« Technolopy = Computers, systems, networks..

FijiFIU
3. Fiji Financial Intelligence Unit
A*A‘A‘A‘A*A‘A‘A‘A‘A‘A‘A

Competitors

 Current or former employees,
* Have access to sensitive information,

* Motivated by financial gain, personal
acvantage of revenge

* Can be malidous or unintentional.

Individuals
‘Script Kiddies’

» Sophistication of attacks varies,

Organised Crime

» Motivated by financial gain orto
finance criminal activities,

= Attemnpt to steal financial, credit
card & sensitive data

* Common attacks methods

include ransomware, spear
phishingetc.

*Motivated by financial gain, fun
and notoriety.

 Tools will alsovary in
sophistication.



Data Breaches

FijiFIU
PNIPPI 55 Financial Tntelligence Unit
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An incident where information is stolen or exfiltrated without
knowledge or authorisation.

Types of information most often breached
Sensitive Proprietary Confidential Financial Personal

Consequences

——
= L L —

Reputation Financial Legal Operational

Phishing FijiFIU

An attack where messages appear to come from a trusted or reputable source, and LY EF Y YR SR R N
aim to coax the victim into disclosing sensitive information

What to look for? What to do?

* Email (traditionally) * Poor spelling or * Avoid clicking links /
* SMS (SMSishing) grammar files
* Over the phone ¢ Generic * Verbally verify
(Vishing) greetings/titles requests
o From social media * Unusual or misspelt * Avoid sharing
messages addresses information publicly
* Unusual attachments * Use a spam filter
or links * Provide information

via trusted means
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Business Email Compromise (BEC)

* Targets key individuals within an organisation,
using legitimate emails and contacts to take
advantage of business processes for financial or

material gain.

* BECs typically target mid-level executives or

financial officers.

* Often have an urgent timing imperative and
come from a position of power.

* Are sent from a legitimate email, and may take

Carries out
actions

place in stages or come mid-conversation

BEC- Themes

Vendor Invoice

/ Payment

| Subject(s):
“Urgant’,

i~ Assistance needed,

| Request Available?
“rvoice payment *

Scamemes
| Impearzonstes CEO or
| CFO & asks Finance
| 10 urgently send a
| paymant to & vandor
‘ o other party,

70

Gift Cards

Subject{s)
Need your halp”

| “Quick Task’
"Fawor'

Imparsonate
managar & asks to
purchase gift cards,
taks a photo and
send the image,
Scammer redesn
the cards.

Payroll
Exchange

| Subject{s):

| Payvoll Update

+— Direct Deposit

| Update/Change

| Change in bank info

|

| Scammes

| Imperzonstes an

| eorgloyee and acks
| 1A staff to change

| tha bank account for
| salary deposits,

requested

N

— Iperson]

| Scamencr

| Quick Reguest

Victim
receives
legitimate
(often urgent)
request

| Subjest(s); Hello

;W“CEO,
fCFOormana‘«&
| asks employee for

| cell phome number,

| from where a text

| MRASAEY OCCurs.

FijiFIU

Cyber criminal l Email account

achieves goal

compromised

Request is
sent from
compromised
account

7’/

FijiFIU

Subject{s).

Varies according 1o
+— actual email
coerespondence [/
project type,

Scammer gets acoess
to email, monitors
omail looking for
inwoicas or
transactions Joout 1o
happen, then njacts
themself i the
coenarsation & alters
invoice.




Ransomware 4 FijiFIU
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A malicious form of software that

blocks or limits access to your
computer or information until a

ransom is paid.

Payment for private key

Choose 3 corvenent Dayment method and ok «iexts

Bitcoin (most cheap option)

©bitcoin

BEcon & 3 cryptociTency whare the creation s transfer of htcoes s
QOAN-20Urce CYDLOgRAphic protocol that s ndependent of any centryl 3
BECONS Can Do Uansfarned TWOugh 3 COMBLTE! O SMATHNONE Wit
fruncal rattuton.

Ransomware spreads to a network
through malicious files, websites and

advertisements.

You h

and spechy the Trarsa

Sestrogen) next page, which wil be verfed and confrmed

10/13/2013
Mome Pags
21 P
1321 P8 Gulinu startesd wolh Brtzom

Payment DOES NOT guarantee data

Up-to-date systems / patches 73305

MPFA on accounts, systems & devices

Regular back ups (and test restoration)

GEs FijiFIU
- ‘_“_!i,, Fiji Financial Intelligence Unit
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Malware

Software or firmware intended to performan

! unauthorised process that will have an adverse impact
on the confidentiality, integrity or availability of a
7 System.
P Common signs of Malware:
v :\ [ |
“v 1\
Loading.

Prevention:

* Be wary of links/files

——— — —— . ., ==, & Up to date anti-malware software

*  Only visit/download from trusted sites * Firewalls
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Key Cyber Security Stakeholders in Fiji

PaCSON, APNIC, ITU

Financial and Telco Sector (FINTEL, Vodafone,
Telecom, Digicel, Association of Banks, National
Provident Fund, Commerce and Employers
Federation), Civil Society, Academia (USP, FNU, UniFiji)

Other Government Agencias
(mumy mmm
Department of Immigration)

Ministry of Communications
Fiji Police Force Cybercrime Unit;
Minsstry of Defence, Natlonal
Security and Policing;
Financial Intelligence Unit;
Raserve Bank of Fiji;
FICAT;

Office of the DPP;
Salicitor-General’s Office

FijiFIU
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Challenges Dealing with Cybercrime

* Cyber criminals operating anonymously outside of Fiji and from multiple
jurisdictions.

* Recovery of stolen funds and proceeds of crime from cybercrime related
offences.

* Acquiring, handling and storing of digital evidence to build a cybercrime case.
* Gaps in the legal framework to prosecute cybercrime related offenses.

* Extradition of cyber criminals to be trialed for the cybercrime offences in the
country of offence committed.

* Lack of resources, expertise and budget to analyze all cybercrime related
offences (data science, artificial intelligence, bulk data analytics, etc).
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Impact of Convention on Cybercrime

FijiFIU
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* The following cybercrime related offences are covered under Article 2 — 8, 10 of the
convention:

¥ Internet Banking Fraud - Unauthorized bank transfers;
v' ATM Skimming;

v" Email Spoofing;

v" Business Email Compromise (BEC);

v Phishing / Spear Phishing;

v Identity Theft;

v Social Media Scams.

* Article 24 allows extradition between member countries to prosecute cyber criminals
operating outside of Fiji and in multiple jurisdiction.

Recommendations : FijiFIU
..__v_("ﬁ,’.(,, Fiji Financial Intelligence Unit
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* FIU fully supports the proposed convention on cybercrime as it addresses key gaps in relation to cybercrime
offences under the current Fijian Government legal framework;

* Gapsin the government cybercrime regulations and controls allow opportunities for cybercriminals to see
Fiji as a potential haven to commit cybercrimes and exploit Fiji's financial system.

* The convention addresses the following gaps in relations to cybercrime related offences:
v Offences against the confidentiality, integrity and availability of computer data and systems;
v Unauthorised access to, and unauthorised interception of, computer systems or computer data;
v Computer-related forgery;
Computer-related fraud;
Collection of electronic evidence;
International cooperation;

Preservation of stored computer data;
Extradition; and

v
v
v
¥ Investigation and prosecution of cybercrime related offences;
v
v
v’ Penalties.




FijiFIU
LN A Fiji Financial Intelligence Unit

PRIV CICIEICICITIN

>

-

CASE STUDY

CASE STUDY 1

* A 44 year old man was reported to the FIU for conducting deposit
transactions totaling $2 million in a three year period.

* We established that he had $4.4 million in investments and bank accounts.
* The individual is a director of two local companies.

* Bank account analysis showed that the funds in his investment and bank
accounts were sourced from the business with various narrations such as
“Profit from Business”.

* We identified a discrepancy of $8.2 million between deposits observed
through his business and investment accounts and his taxable income.
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CASE STUDY 2
A A AR A A A A DA

*In 2020, a night club deposited $30,000 in cash into its
bank account.

* The owner operates the night club as a sole
proprietorship.

*In 2020 and 2021, the night club received $3.9 million
in large cash deposits.

* It is unclear how the night club generated these funds

given the Covid-19 restrictions that were in place in
2020 and 2021.




